
M A I N  C H A N G E S
I N  I S O  2 7 0 0 1 : 2 0 2 2

M a i n  p a r t  o f  I S O  2 7 0 0 1 ,  i . e . ,  c l a u s e s  4  t o  1 0 ,  a r e  n o t 

c h a n g i n g ,  j u s t  s l i g h t  a m e n d m e n t s

T h e  s e c u r i t y  c o n t r o l s  l i s t e d  i n  I S O  2 7 0 0 1  A n n e x  A  h a v e 

b e e n  u p d a t e d

N u m b e r  o f  c o n t r o l s  h a s  d e c r e a s e d  f r o m  1 1 4  t o  9 3

C o n t r o l s  a r e  p l a c e d  i n  4  s e c t i o n s  i n s t e a d  o f  p r e v i o u s  1 4 

( A n n e x e s  5 - 1 8 )

T h e r e  a r e  1 1  n e w  c o n t r o l s ,  w h i l e  n o n e  o f  t h e  c o n t r o l s 

w e r e  d e l e t e d ,  a n d  m a n y  c o n t r o l s  w e r e  m e r g e d

•A.5.7 - Threat intell igence

Threat intel l igence is  the process of  gathering,  analysing and considering information about current and future cyberattacks ,  providing organisat ions
with a deeper understanding of  threats .

•A.5.23 - Information security for use of cloud services

Organisat ions should scrut inise c loud service agreements and ensure that  four main operat ional  requirements are met :  Conf idential i ty ,  Security/data
integrity ,  Service avai labi l i ty  and Information handl ing

•A.5.30 - ICT readiness for business continuity

Recovery t ime object ive (RTO) and the overal l  Business impact analysis  (BIA) .  The overal l  goal  is  to  ensure that  information integrity  and avai labi l i ty  is
maintained before ,  during and after  a  period of  business disruption.

•A.7.4 - Physical security monitoring

A control  that  requires organisat ions to detect  and prevent external  and internal  intruders who enter  into restr icted physical  areas without permission
by putt ing in  place suitable survei l lance tools  to protect  the fol lowing:  -  Theft  of  sensit ive data ,  Loss of  information assets ,  F inancial  damage,  Theft  of
removable media assets for  mal ic ious use ,  Infect ion of  IT  assets with a malware,  Ransomware attacks that  may be conducted by an intruder .

•A.8.9 - Configuration management

Configurat ion management is  a  key part  of  an organisat ion’s  wider asset  management operat ion .  Conf igurat ions are key in  ensuring that  a network is
not  only  operat ing as i t  should be ,  but  also in  securing devices against  unauthorised changes or  incorrect  amendments on the part  of  maintenance staff
and/or suppl iers/vendors .

•A.8.10 - Information deletion

As a general  rule ,  Control  8 .10 asks organisat ions to delete data when it  is  no longer needed,  in  order to minimise what is  referred to as undesirable
disclosure – i .e .  data being v iewed by ,  or  passed on to ,  indiv iduals  and organisat ions that  are not  authorised to access i t .

•A.8.11 - Data masking 

Data masking or  data obfuscation is  the process of  modify ing sensit ive data in  such a way that  i t  is  of  no or  l i t t le  value to unauthorized intruders whi le
st i l l  being usable by software or  authorized personnel .  Data masking can also be referred to as anonymizat ion ,  or  tokenizat ion ,  depending on dif ferent
context .
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•A.8.16 - Monitoring activities

I t  is  immensely important for  organisat ions to promote a proactive approach to monitor ing and ensure that  i t  a ims to prevent incidents before they
happen,  and works in  conjunction with react ive efforts  to form an end-to-end information security  and incident resolut ion strategy that  t icks every box

•A.8.23 - Web fi ltering

This  control  is  a  preventive type of  control  that  requires organisat ions to put  in  place appropriate access controls  and measures to prevent access to
mal ic ious content on external  websites .

•A.8.28 - Secure coding

Requires organisat ions to establ ish and implement organisat ion-wide processes/procedures that  cover secure coding that  appl ies to both software
products obtained from external  part ies and to open-source software components .  I t  must also keep up to date with ever changing real-world security
threats and with the most up-to-date information on known or  potential  software security  vulnerabi l i t ies .  This  wi l l  help organisat ions to improve and
implement robust  secure software coding pr inciples that  are effect ive against  evolv ing cyber threats .

Organizational controls (clause 5)

People controls (clause 6)

Physical controls (clause 7)

Technological controls (clause 8)
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Classify  data in  l ine with recognised industry standards (PI I ,  commercial  data ,  product information) ,  in  order to assign varying r isk levels  across
the board.

Closely  monitor  known data channels  that  are heavi ly  ut i l ised and prone to leakage (e .g .  emai ls ,  internal  and external  f i le  transfers ,  USB devices) .

In it iat ive-taking measures to prevent data from being leaked,  through st icked f i le  permissions and adequate authorisat ion techniques .

Restr ict  a  user ’s  abi l i ty  to copy and paste data (where appl icable)  to  and from specif ic  platforms and systems.

Require authorisat ion from the data owner pr ior  to any mass exports  being carr ied out .

Consider managing or  preventing users from taking screenshots or  photographing monitors that  display protected data types .

Encrypt backups that  contain sensit ive information.

Formulate gateway security  measures and leakage prevention measures that  safeguard against  external  factors such as (but  not  l imited to)
industr ia l  espionage,  sabotage,  commercial  interference,  and/or IP theft .

•A.8.12 Data leakage prevention

Organisation’s need to: -

The 27001-2013 version has 14 sections that detailed the 114 controls

and these have been changed in the 27001-2022 standards to the 4


sections below. 


